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Steps to register for MyPassword
self-service password reset.

Sign in to complete registration

1. Toregister, please click here. You will then receive a prompt to sign in. Enter your full email
address.

B® Microsoft

Sign in

Mo account? Create one!

Can't access your account?

@g Sign-in optians

2. You may be prompted to sign in a second time using your username and password.

Signin
https:/fsts.southtexascollege.edu

Username

Password



https://aka.ms/ssprsetup
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3. If youare an STC (South Texas College) employee and not on campus you will be promptedto
confirm your DUO authentication.

Begin registration
1. After you successfully authenticate you will see the following screen.

¥ SOUTH TEXAS )
&% coLLice My Sign-Ins

8 overview Security info

These are the methods you use to sign into your account or reset your password.
8% Security info

- Add sign-in method
E=3 Organizations

No items to display.
O Devices

Lost device? Sign out everywhere
& Privacy

2. You need to have two security methods registered to use the MyPassword self-service password
reset (SSPR). Click on the plus sign to add a sign in method.
-+ Add sign-in method

3. You will be prompted to choose a method. You can choose from any option on the list. We highly
recommend using your cell phone and a personal email account.

Add a method X

Which method would you like to add?

Choose a method Ry

Authenticator app

Phone

Alternate phone
Email

Security questions

Office phone

4. Once you have made your selection, click “Add.” Follow the prompts to complete the setup.
You will need to set up two different methods to be fully registered.
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Configuring security information

Microsoft authenticator app.
1. To set up the Microsoft authenticator app first install it on your mobile device.

Microsoft Authenticator

Start by getting the app
[
o On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next”
-
| want to use a different authenticator app

2. Youcan select “Download now” to install on your mobile device or you can browse your mobile
device’s app store for the Microsoft Authenticator. Click “Next.”

3. Remain on the “Set up your account” page while you set up the authenticator app onyour
mobile device.

Microsoft Authenticator X

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

. -

4. Open the Microsoft authenticator app on your mobile device, select to allow notifications (if
prompted), select “Add account” from the “Customize and control” icon in the upper-right, and
then select “Work or school account.”

5. NOTE: The first time you set up the Microsoft authenticator app, you might receive a prompt
asking whether to allow the app to access your camera (iOS) or to allow the app to take pictures
and record video (Android). If you do not allow the camera, you can still set up theauthenticator
app, but you will need to add the code information manually.

6. Return to the “Set up your account” page and click “Next.”
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Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "MNext”,

Can't scan image?

7. Scan the provided QR code with the Microsoft authenticator app QR code reader. If the QR code
reader cannot scan the code, you can select “Can’t scan the QR image” and manually enter the
code and URL into the Microsoft authenticator app.

8. Select Next and a notification is sent to the Microsoft authenticator app on your mobiledevice

to test the account.

Microsoft Authenticator

Let's try it out

v/

Approve the notification we're sending to your app!

Back

9. Approve the notification in the Microsoft authenticator app, and then select “Next.”
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Microsoft Authenticator

Natification approved

v/

10. The notification is approved. This completes the Microsoft authenticator app set up.

Phone security information set up
1. After selecting “Phone” from the drop down, choose whether you want to receive a text ora

phone call and enter your number. Click “Next.”

Phone

You can prove who you are by answering a call on your phone or texting a code to your phone.
What phone number would you like to use?

United States (+1) T 4251234567

(@)
(@) Text me a code

=
'ih/ Call me

Message and data rates may apply.

| want to set up a different method

2. Once you receive the code, either by text message or phone call, enter the code and click
“Next.”
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Microsoft Authenticator

Natification approved

v/

3. Review the verification notification and click “Next.” This completes the set up for your phoneas
a security option.

Email security information set up
1. Onthe set-up screen if you have selected the option “Email” from the drop down. You will
receive the screen below. Please enter your personal email address that you can access ifyour
STC account gets locked out. Click “Next.”

Email

What email would you like to use?

Enter email

L want to set up a different method Skip setup
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2. You will be prompted to check your email and find the code that was just sent. You will enter it

into the prompt on your computer screen.

Email

We just sent a code to randomtestemail@gmail.com

Enter code

Resend code

| want to set up a different method Skip setup

3. Click “Next.” You have completed the email set up.

Security questions security information set-up

1. If you select the security questions from the drop-down list, then you will be prompted to

choose three security questions and provide answers for them.

Security questions

‘ Select a question ‘

‘ Select a question ‘

‘ Select a question ‘

| want to set up a different method Skip setup

2. Select the questions from a list, provide the answers you will remember, and click “Next” or

“Done.” This will complete the security questions set up.
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Reset your password
Once you have registered with the MyPassword SSPR you can use this feature to reset your password.

1. Browse to Mypassword.southtexascollege.edu

STUDENTS FACULTY/STAFF LOCATIONS JAGNET BLACKBOARD AZINDEX COVIDAS

Q
SOUTH TEXAS
COLLEGE
Future Students Apply Now Academics Student Services Campus Life About

uth Texas Coliage > Mypasswaed Orline Assissant

Self Service Password Reset Assistant

Q Register and Update Your Settings

Create and Manage your Self Service Password Reset account.

@ Change Password or Unlock Account

2. Click on “Change Password or Unlock Account.” You will see the following prompt to confirm
your email address. Enter your STC email address and the captcha information. Click “Next.”

Microsoft

Get back into your account

Who are vou?
VWNOo are you:
To recover your account, begin by entering your email or username and the characters in the picture or audic below.

Email or Username: *

Example: user@contoso.onmicrosoft.com or user@contoso.com

S«
vﬁf? .

!

:

Enter the characters in the picture or the words in the audio. *

3. You will see the option to change your password or unlock your account. To change your
password, click the option for “l forgot my password.” Click “Next.”
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\-,"/\-, SOUTH TEXAS
vWwy COLLEGE

Get back into your account
Why are you having trouble signing in?

@ | forgot my password

No waorries, we'll help you to reset your passward using the security info you registered with us

Ol know my password, b can't sign in

you can sign in again.

4. You will be prompted to choose the first of two methods for verification. This will use the
authentication methods you set up previously.

\-}7@ SOUTH TEXAS
voy COLLEGE

Get back into your account
verification step 1 = verification step 2 > choose a new password

Please choose the first contact method we should use for verification:

® Text my mobile phone In order to protect r account, we need you to enter your complete mobile
phone number { *“*00) below. You will then receive a text message with a
. 4 verification code which can be used to reset your password
U Call my mabile phone
(O Approve & notification on my ,
y i E | Enter your phone number
authenticator app
() Enter a code from my
Text

authenticator app

Cancel

5. Enter the information as requested and follow the prompts. The choices you see will dependon
what authentication methods you registered. Phone, email, authenticator app or security
questions.

6. Detailed steps for each of the options can be found below. You must verify with two different
authentication methods and then you will be prompted to enter your new password.

10
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o¥e, SOUTH TEXAS
vvYy COLLEGE

Get back into your account
verification step 1+ = verification step 2 v > choose a new password

* Enter new password:

* Confirm new password:

| |

7. The new password must meet or exceed the minimum requirements:

a. A minimum of 12 characters

b. You cannot reuse a password you have used previously
c. Must contain random or uncommon information
d. Must contain characters from at least three of the following four categories.

i. Uppercase characters (A-Z)
i. Lowercase characters (a-z)
i. '~ Numbers (0-9)
iv. Special characters (!,@,#,5,%,”,&,%)

8. Once the password has been entered twice click “Finish.”

6/17/2022

9. Your password has now been successfully reset. Please close your browser and sign in using

your new credentials.

11
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o¥e, SOUTH TEXAS
vvy COLLEGE

Get back into your account
® vour password has been reset

Unlocking your account

Occasionally you may need to unlock your account without resetting the password.

4. Browse to Mypassword.southtexascollege.edu

STUDENTS FACULTY/STAFF LOCATIONS JAGNET BLACKBOARD AZINDEX COVIDAS

Future Students Apply Now Academics Student Services Campus Life About

Self Service Password Reset Assistant

Q Register and Update Your Settings

Create and Manage your Self Service Password Reset account.

@ Change Password or Unlock Account

5. Click on “Change Password or Unlock Account.” You will see the following prompt to confirm
your email address. Enter your STC email address and the captcha information. Click “Next.”

12
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Microsoft

Get back into your account
Who are you?
To recover your account, begin by entering your email or username and the characters in the picture or audic below.

Email or Username; *

Example: user@contoso.onmicrosoft.com or user@contoso.com

6. You will see the option to change your password or unlock your account. To unlock your
account, click “I know my password, but still can’t sign in.” Click “Next”

% SOUTH TEXAS
v¥% COLLEGE

Get back into your account
Why are you having trouble signing in?

Cu forgot my password
Mo worries, we'll help you to reset your password using the security info you registered with us.
® | know my password, but still can’t sign in

This might happen because you tried signing in with an incorrect password too many times,.

If you choose this option, you'll keep your existing password and we'll unlock your account so you can sign in again,

7. You will be prompted to choose the first of two methods for verification. This will use the
authentication methods you set up previously.

13
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v‘(, SOUTH TEXAS
vvy COLLEGE

Get back into your account
verification step 1 = verification step 2 > choose a new password

Please choose the first contact method we should use for verification:

® Text my mobile phone n order to protect your account, we need you to enter your complete mobile

phone number (***********(() below. You will then receive a text message with a

. 4 verification code which can be used to reset your password

U Call my mabile phone

(O Approve & notification on my ,

y i E | Enter your phone number
authenticator app
() Enter a code from my
Text

authenticator app

Cancel

8. Enter the information as requested and follow the prompts. The choices you see will depend on
what authentication methods you registered. Phone, email, authenticator app or security
questions.

9. Detailed steps for each of the options can be found below. You must verify with two different
authentication methods and then your account will be unlocked.

o¥e, SOUTH TEXAS
vy COLLEGE

Get back into your account
Your account has been unlocked

Using the different authentication methods

The verification process to reset your password or unlock your account requires two steps. The options
you see are dependent on what you provided when you registered with the MyPassword SSPR feature.

14
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Phone (Mobile, Office, Alternate)
1. For phone you have a choice of call or text.
a. You will be asked to confirm the phone number that you provided when youregistered.

\-,";-, SOUTH TEXAS
v9o¢ COLLEGE

Get back into your account
verification step 1 > verification step 2 > choose a new password

Please choose the first contact method we should use for verification:

aur account, we need you to enter y
00

verification code which can be used to

) Text my mobile phone In order to protect y our complete mobile

phone number { ) belaw. a text message with a

() Call my mobile phone

(O Approve 2 notification on my -
£e E | Enter your phone number

authenticator app
O Enter a code from my
authenticator app Text

Cancel

b. After you click “Text” you will receive a code to enter in the field provided. Thenumber
you provided at registration must be for a phone that can receive texts.

15



IT Service Desk
Steps to register SSPR

\-X-, SOUTH TEXAS
vo% COLLEGE

Get back into your account

verification step 1 > verfication step 2 > choose a new password

Please choose the first contact method we should use for verification:

® Text my mobile phone We've sent you a text message containing a verification code to your phone.

Ocall my mobile phone
‘ Enter your verification code

O Apprave a natification on my

authenticamrapp Try again Contact your administrator

O Enter a code from my

authenticator app

Cancel

C.
entered and be prompted to push a button to confirm.

\-f’- SOUTH TEXAS
vvy COLLEGE

Get back into your account

verification step 1 > verification step 2 » choose a new password

Please choose the first contact method we should use for verification:

(U Text my mobile phone In order to protect your account, we need you to enter your complete mobile
phone number (***********00) below. You will then receive a call. Please answer it
to continue.

®cal my mobile phone

| Enter your phone number

O Approve a natification an my

authenticator app
O enter a code from my

authenticator app

Cancel

16

6/17/2022

If you choose the option to receive a call, you will receive a call at the numberyou
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Authenticator App

1. If you have the authenticator app registered, you will have two options to use the app.
a. Approve a push notification on your mobile device. Once you click “Send Notification”
you will check your mobile device for a push notification and click approve.

% SOUTH TEXAS
vvy COLLEGE

Get back into your account
verification step 1 > verification step 2 > choose a new password

Please choose the first contact method we should use for verification:

Send a notification to your authenticator app on your mobile device.

Send Notification

() Text my mobile phone

{J Call my mobile phone

@Appmve a notification on my
authenticator app

() Enter a code from my

authenticator app

Cancel

b. Enter a code from the authenticator app. If you choose this option, you will open the
authenticator app on your mobile device, open the account for STC and enter the code
shown.

17
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YYV SOUTH TEXAS
vvy COLLEGE
Get back into your account

verification step 1 > verification step 2 > choose a new password

Please choose the first contact method we should use for verification:

O Text my mebile phone Enter the code displayed in your authenticator app.

O call my mobile phone | Enter your verification code

O Approve a notification on my
authenticator app

® Enter a cade from my

authenticator app

Cancel

Security Questions

1. If you choose the security question option, you will be prompted to enter the answer to your
three questions.

18
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v"'\'-, SOUTH TEXAS
vwy COLLEGE

Get back into your account

verification step 1 > verification step 2 > unlock your account

Please choose the first contact method we should use for verification:

() Email my alternate ema

® Answer my security questions

() Approve a notification on my

authenticator app

() Enter a code from my

authenticator app

Cancel

Personal Email

In what city was your mother born?

What is your father's middle name?

What city were you in on New Year's 20007

6/17/2022

1. If you choose the email option, you will be prompted to receive a code at the email address you
provided. Make sure you can access the email you provided when you registered then click

“Email.” You will receive the email and enter the code on the next screen.

19
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\-}”- SOUTH TEXAS
VWY COLLEGE

Get back into your account

verification step 1 > verification step 2 > choose a new password

Please choose the first contact method we should use for verification:

® Email my alternate email You will receive an email containing a verification code at your alternate email
address (no™*****@gmail.com).
(U Approve a notification on my

authenticator app

(O Enter a code from vy Email
authenticator app

Cancel

Updating or changing your authentication methods

Should you ever need to change your authentication method or update an existing method you can
follow these steps.

1. Browse to Mypassword.southtexascollege.edu

STUDENTS FACULTY/STAFF LOCATIONS JAGNET BLACKBOARD AZINDEX COVIDAS

a

SOUTH TEXAS
‘COLLEGE

Future Students Apply Now Academics Student Services Campus Life About

i Texss Colage » Mypasswaed Orline Assissant

Self Service Password Reset Assistant

Q Register and Update Your Settings

Create and Manage your Self Service Password Reset account.

@ Change Password or Unlock Account

2. Click on “Register and Update Your Settings.” You will be prompted to sign in. Enter your STC
email address, and then your username and password. If you are an employee and you are off
campus you may need to approve a DUO authorization.

20
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BT Microsoft

Sign in

Email, phone, or Skyp

i

Mo account? Create one!

an't access your account?

6/17/2022

3. You will then be prompted to verify yourself using one of the authentication methodsyou

previously registered.

4. Once verified and signed in you will be able to update your authentication methods.

Y.
%, SOUTH TE){AG

V&% COLLEGE My Sign-Ins

Q Overview Security info

These are the methods you use to sign into your account o reset your passwo

Lost device? Sign out everywhere

a. Change — Click the “Change” link and update the information as needed

b. Delete — Click the “Delete” link and after verification it will remove that method
Add - Click the “Add sign-in method” plus sign and choose the new option from the
drop-down menu. Complete the set up as indicated by following the prompts andyou
will have a new authentication method to use when resetting your password or
unlocking your account. You will need to have at least two authentication methods to

use the SSPR and unlock features.

21
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