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My Password Assistant

Register for Self-Service Password Reset (SSPR)

To use the My Password Assistant Self-Service Password Reset (SSPR) feature, you must
first register sign-in methods. These methods are used to verify your identity and allow you
to reset your password or unlock your account when needed.

Important: The Manage Account option will only work if you are able to sign in with your
current working password. If you do not know your password, please contact the IT Service
Desk at (956) 872-2111.

To begin, go to mypassword.southtexascollege.edu and select Manage Account, or click
here to access it directly.

If you are a new user or need to update
your account information...

You will be prompted to sign in using your full South Texas College email address. In
some cases, you may be asked to sign in again using your username and password.

: Sign in
% Microsoft
https://sts.southtexascollege.edu

Sign in

|-'| ail or phone Username
Email or phone

S YOUT account?

Note: If you are an STC employee and are off campus, DUO authentication will be required

to continue.


https://aka.ms/ssprsetup
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Begin Registration

After you successfully sign in, you will be taken to the Security info page.

| My sign-ins

Security info

These e the methods you et sign imo your s

To add a sign-in method, select the plus (+) icon.

-+ Add sign-in method

You will then be asked to choose a sign-in method. You may register any methods from the
list; however, we strongly recommend using Phone and Email.

Add a sign-in method X

= Microsaft Authenticator

Q) Phone
Gel a call or lext to sign in with a tede
% Alternate phone
Get a call to sign in with  cod

(‘\{3 Office phone
et a call to sign in with a code

il

Learn more about each methed to help you choose.
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Add Sign-In Methods

Microsoft Authenticator

Note: We recommend completing the Microsoft Authenticator setup from a computer or
laptop for the best experience.

1. Select Microsoft Authenticator from the list of sign-in methods.

Add a sign-in method X

Micrasoft Authenticator
&/  Approve sign-in requests or use ane-time code

% Phone

Qj Alternate phone
% Office phone
Getaca gn i with & Code

B Email

Learn more about each method o help you choose

2. Install the Microsoft Authenticator app on your mobile device from either the Google
Play Store or the Apple App Store.

Install Microsoft X
Authenticator

Install the app on your mohbile device, then come
back here to continue.

GETITON Download on the
# Google Play " App Store

3. Oncethe appisinstalled, select Next.
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4. Openthe Microsoft Authenticator app on your mobile device. Then return to the Set
up your account in app page and select Next.

= Authenticator a +

Your accounts now back up

toiCloud
Q Authanticator now uses iCloud to
automatically back up your Becount
irm MAC Disrr
Set up your accountinapp ¥
If prompted, allow notifications. Then add an
o account, and select Work or school

5. Inthe Microsoft Authenticator app, select the blue QR code icon to open the QR
code reader.

= Authenticator Q +

Your accounts now back up
~ o iCloud
& :

Authenticator now uses iCloud to

“Authenticator” would like to
access the Camera.

Don't Allow

Note: During setup, you may be asked to allow camera access. If you choose not to allow it,
you can still complete setup by entering the code manually.
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1. Scanthe QR code shown on the screen using the Authenticator app. Your account

will be added automatically.

= Authenticator Q +

Your accounts now back up
toiCloud

Authomticator now uses iCloud to
automatically back up your accounts.

Loarn More Dismiss

South Texas College
Scan the QR code x &

Use the Microsoft Authenticator app to scan the QR
code. This connects the app to your account.

Then come back and select Next.

Can't scan the QR code?

o

a )
This is QR code example
2. Once the account has been added, select Next on the Scan the QR code page.

3. Anumber will appear on the screen, and a test notification will be sent to the
Microsoft Authenticator app on your mobile device.

Let's try it out X

21

Enter the number shown in the app to approve the
sign-in request.

Back

This is an example of the number shown.
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4. Approve the notification in the Microsoft Authenticator app by entering the number

shown on the screen and selecting Yes.

Authenticator

Your accounts now back up
o to iCloud

Authenticator now uses iCloud to

Are you trying to sign in?
South Texas Colle s

Enter the nurmbar shown 10 sign in.

&

Mo, it's not me

OHI

5.
added.

@ Authenticator Added

You can now use Microsoft Authenticator
sign-ins, get one-time codes, and more,

This is now your default sign-in method.

A confirmation message will appear showing that your account was successfully

to approve
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Phone

1. Select Phone from the list of sign-in methods.

Add a sign-in method X
= Micresoft Authenticator
‘9 ADProve Ssgn-in requests or Luse one-trme Codes

QD ph'one;l ‘text to sign in with & code

Alternate phone
G2t 2 call 1o sign in wiin a code

£ 2 call 10 Sign in with a code

%
& B
=

Email
Receive & code 1o fesel your password

Learn more about each mathod to help you choose.

2. Choose whether you would like to receive a text message or a phone call.
3. Enteryour phone number, then select Next.

Add a phone number *

¢

Werify it's you with a call or text code to your phone.

Country code

United States (+1)

Phone number

9561234567| J

Choose how to verify

@) Text a code

O call

Message and data rates may apply. Pressing MNex!

means that you agree to the Terms of service and

rivacy and cookies statement.
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4. Averification code will be sent to your phone.
5. Enterthe code you receive and select Next.

Verify your phone number X

Enter the code we sent to +1 9561234567,

Next

6. A confirmation message will appear showing that your phone number was
successfully added.

@ Phone number added

N

You can now receive a code each time you sign in.
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Email

1. Select Email from the list of sign-in methods.
Add a sign-in method %

2 Microsoft Authenticator

g Approve sign-in requests or use one-time codes

Q) Phone
Get a call or text to sign in with a code

Q: Alternate phone

Get a call to sign in with a code

Office phone
Geta

a call to sign in with a code

B Email
Receive a code to reset your password

Learn more about each method to help you choose.

2. Enter a personal email address that you can access if your STC account becomes

locked or unavailable.
3. Select Next.

Add an email address X

-~

We'll use this to send you a code if you ever need to
reset your password.,

Back Next

10
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4. Checkyour personal email for the verification code that was sent.
5. Enterthe code you received on the screen, then select Next.

Verify your email

Enter the code we sent to @gmail.com.

Back Next

6. A confirmation message will appear showing that your email method was
successfully added.

11
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Reset Your Password

Once you have registered for SSPR, you can use My Password Assistant to reset an expired
or forgotten password.

1. Goto mypassword.southtexascollege.edu.
2. Select Reset Password.

If you don't know your password
or if your password is expired...

3. Enteryour STC email address and complete the CAPTCHA.
4. Select Next.

Microsoft

Get back into your account

Who are you?

12
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5. Onthe next screen, select | forgot my password, then select Next.

SOUTH TEXAS

~l p couece

Get back into your account

Why are you having trouble signing in?

6. Choose one of your registered verification methods and follow the on-screen
prompts to verify your identity.

SOUTH TERAS

~l p coiiess

Get back into your account
verification step 1 > choose a new password

ease choose the contact method we should use for verification:

™
® mail my alternate email You w

> Text my mabile phone

! Call my mobile phone m

+ Approve a rotification on my
authenticator app

J Enter a code from my
authenticator app

Available verification methods may include:

e Phone
e Email

e Microsoft Authenticator app

13
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Once your identity has been verified, you will be prompted to create a new password.

7. Enteryour new password twice.
8. Select Finish.

A p FOUTH TEXAS
COLLEGE
&)

Get back into your account

verification slep 1+ = choose a new password

Your password has now been successfully reset. Close your browser and sign in using your
new credentials.

Password Requirements

Your new password must:

e Be atleast 12 characters long
e Include characters from at least three of the following four categories:
o Uppercase letters (A-Z)
o Lowercase letters (a-2)
o Numbers (0-9)
o Specialcharacters (! @ #$ % ~ & *)

14
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Change Password
Use this option if you know your current password and want to change it.

1. Goto mypassword.southtexascollege.edu.
2. Select Change Password.

If you already know your password
and want to change it...

Change Password

3. Signin using your STC email address, username, and password.

B® Microsoft
Sign in
}" ail or phone

Note: If you are an employee and are off campus, you may be required to approve a
DUO prompt.

4. Verify your identity using one of your previously registered methods.
5. Once signed in, you can change your password by entering your current password,
then entering your new password twice to confirm

Change your password X

User ID
@stu.southtexascollege.edu

Current password

Forgot your password?

New password

Can Cel m

15
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Unlock Your Account

If your account is locked but you already know your password, you can unlock it without
resetting your password.

1. Goto mypassword.southtexascollege.edu.

2. Select Reset Password.

If you don't know your password
or if your password is expired...

3. Enteryour STC email address and complete the CAPTCHA.
4. Select Next.

Microsoft

Get back into your account

Who are you?

16
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5. Onthe next screen select | know my password, but still can’t sign in.
6. Select Next.

SOUTH TEXAS
\" COLLEGE

Get back into your account

Why are you having trouble signing in?

| help you to reset your password using the security info you registered with us

® ) know m y password, but still can't sign in
use you tied igning in with an incorrect password too many times

is aption, wou'll keep your existing password and we'll unlock your account zo you can sign in again.

7. Choose one of your registered verification methods and follow the on-screen
prompts to verify your identity.

™ sourn Texas
A ' COLLEGE

L

Get back into your account

verification step 1 > unlock your account

@ Email my alternate email

. Text my mobile phone

L Call my mehile phone Email

J Approve a notification on my
authenticator app

O Enter a code from my

authenticator app

Once verification is complete, your account will be unlocked.

' SOUTH TEXAS

‘* ' COLLEGE

Get back into your account
@ VYour account has been unlocked

17
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Using Different Verification Methods

The verification options available to you will depend on the methods you registered during
setup.

Personal Email

If you choose Email my alternate email, a verification code will be sent to the personal
email address you registered.

' SOUTH TEXAS

'y
[, . COLLEGE

Get back into your account
verification step 1 > choose a new password

Please choose the contact method we should use for verification:

mail containing a verification code at your alternate ema

® Email my alternate email You will recel

@gmail.com).

O Text my mobile phone

J Call my mobile phone m

) Approve a notification on my
authenticator app

O Enter a code from my
authenticator app

Enter the code on the screen to continue.

We've sent an email message containing a verification code to your inbox.

Enter your verification code

Next

18
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Phone

If you choose Phone, you may have the option to receive either a text message or a phone
call.

If you select Text my mobile phone, a code will be sent to your phone via SMS.

- SOUTH TEXAS

A) couieat
L

Get back into your account
verification step 1 > verification step 2 > choose a new password

¥ Email my alternate emai n order to protect your account, we need you to enter your compiete mobile

® (et my mobile phone

Call Fry mobile phone

. Call my office phone

L} Approve a notification on my

authenticator app

Enter the code on the screen.

We've sent you a text message containing a verification code to your phone.

19
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If you select Call my mobile phone, you will receive an automated phone call and be
prompted to confirm.

SOUTH TEXAS

”~
“‘ ' COLLEGE

Get back into your account

verification step 1 > verification step 2 > choose a new password

Please choose the first contact method we should use for verification:
O Email my alternate email In order to protect your account, we need you to
phone number (**reaveseasqa) halow, You will ther

Lo continue.
'} Text my mobile phone

| Enter your phone number

® Call my mobile phone

O call my office phone
O approve a notification on my
authenticator app

) Enter a code from my

authenticator app

We're calling your phone. Please answer it to continue.

Example of the prompt when the phone call is placed.

20
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Microsoft Authenticator App

If you registered the Microsoft Authenticator app, you may see one of the following options:

Approve a notification on my authenticator app

1. Select Approve a notification on my authenticator app
' SOUTH TEXAS
~A' COLLEGE

Get back into your account
verification step 1 > choose a new password

Please choose the contact method we should use for verification:

O Email my alternate email

Send Motification

ext my mabile phane

) Call my mobile phone

® Approve a notification on my

authenticator app

2. Anumberis provided on screen and a notification is sent to the Microsoft
Authenticator app.

Get back into your account
verification step 1 > choose a new password
Please choose the contact method we should use for verification:

®@a e Approve the notification we're sending to your app by entering the number
pprove a notification on my
authenticator app

- 27
O Enter a code from my

authenticator app

Example of the number provided for verification.

21
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3. Inthe Microsoft Authenticator app, enter the number you received and hit Yes

= Authenticator

Your accounts now back up
toiCloud
Authenticator now uses iCloud to

Are you trying to sign in?

sty southtenascallege edu

. Enter the number shown 1o sign in.
&

2

@ Ne, it's not me >

1 % &
A 2
e .

0 @

Example of number being entered.

Enter a code from my authenticator app

1. Open the Microsoft Authenticator app.
2. Click on your South Texas College account to find the One-time password code

= Authenticator Q +

Your accounts now back up South Texas College
toiCloud E @stu southtexascal-
Authomticator now uses iCloud to r
lege.edu
automatically back up your accounts.
Learn More Dismiss

WAYS TO SIGN IN OR VERIFY

& Sign-in notifications

Apprave @ sign-in raquast on your hone

@ South Texas College

One-time password code

= 099 698 £

OTHER WAYS TO SIGN IN
Create a passkey

Sat up passwordless sign-in requests

MANAGE

Change password [ ]
Update security info [ ]
Review recent activity [ ]

Example of the password code

22
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Note: A new code is generated in the Authenticator app every 30 seconds.

3. Enterthe code on the Get back into your account page and click Next.

‘‘‘‘‘‘‘‘‘‘

Get back into your account

verification step 1 > choose a new password

2} Call my miobile phone MNext
Approve a nofification on my
authenticator app

® [ nter a code from my
authenticator app

23
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Update or Change Your Authentication Methods

If you need to update or change one of your authentication methods, you can do so at any
time.

1. Goto mypassword.southtexascollege.edu.
2. Select Manage Account.

If you are a new user or need to update
your account information...

3. Signin using your STC email address, username, and password.

BS Microsoft
Sign in
Email or phone

Next

Note: If you are an employee and are off campus, you may be required to approve a DUO
prompt.

24



IT SERVICE DESK 4/24/2026

4. Verify your identity using one of your previously registered methods.
5. Once signed in, you can manage your authentication methods as needed:

I}

Security info

Change a Method

Select Change to update the information for an existing method.

Delete a Method

Select Delete to remove a method after verification.

Add a Method

Select the Add sign-in method plus (+) icon, then choose a new option from the drop-
down list and follow the prompts to complete setup.

25
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