Faculty/Staff Wireless Account
Installation Instructions

Create a profile using the software provided with your wireless card:
Note: This may differ from the one presented in this handout
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Create a profile for the new wireless account:
- click on the profiles button to open a new window
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To manage profiles of previously cornected wireless networks, click
the Profiles button. =
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Click on the add button to create a new profile:
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/ once you connect to a network, it iz saved as a profile. When you are not
’\/ connected, Intel PROSetMireless tries to automatically connect in the order
specified in this list,
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Export the zelected profile:

Import external profiles to your profile list

The window for General Settings should now be open:
- Enter “STC Wireless” for profile name
- Enter “jaguars” for Wireless Network Name (SSID)
- Make sure Network Infrastructure is selected for Operating Mode
- Click the Next button to move on to the security screen
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@ Profile Name: STC Wireless
24 General Settings
Q Security Seftings

General Seftings

Profile Mame: ETC Wireless
Wireless Netvwark Mame (SSI0): ’jaguars—

The Profile Mame is your name for the network. Example: Home or
Office. The Wireless Network Mame (SSID) is & unigue identifier that
differertistes one wireless network from andther

Operating Mocle:

5 Metwork (Infrastructure) - Connect to wireless networks andfor
the Internet.
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The Security Settings window should now be open:
- If given the option, select Personal Security
- Select None for Security Settings
0 Please note that this is an open connection, and your data will not be encrypted!
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NOTE: There is no security on this wirsless network.
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You should be back at the profiles window and your profile should now be in the profiles list
- highlight the profile you just created
- once it is highlighted click on the connect button
- click on close to take you back to your wireless card software to check the status of your

connection
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/ once you connect to a network, it iz saved as a profile. When you are not
’\/ connected, Intel PROSetiireless tries to automatically connect in the arder
specified in this list.
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Export the selected profile:

Import external profiles to your profile list:




You should now be connected to the STC Wireless network. Either minimize or close the
wireless card software.
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. You are connected to STC Wireless.
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Open up Internet Explorer
- type in any webpage other than the default webpage (example: www.google.com)
- the following webpage will appear advising you that you are being redirected to another
webpage
- Click on the YES button in the Security Alert window
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You should now see a “Clean Access Authentication” window:
- enter your username (same as your e-mail username)
- enter your password (same as your e-mail password)
- Select “ACS” as your provider

Click on the Login button
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Please provide your credentials to access this network.
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The Cisco Clean Access Agent Download window will appear:
- click on the Download Clean Access Agent button
- click Yes on the security Alert Window
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Metwork Seourilty Notice: This network is protectad by the Clean Access Agent, a component of the Cisco Clean
Access Sulte, The Clean Access Agent ensures that yvour computer meeats the requirements for acoessing this netwark,
and helps you keep your computer secure and up-to-date.

Please use the Clean Access Agent Lo log in to the netwaork,

If you! don't have the Clean Access Agent soffware yet, download It by clicking the button below. After downloading
the Installatlon flle, run it to complete Ehe Installation.

1f you have already downloaded and installed the Clean Access agent, please close this window and right-click the
Clean Access Agenl icon in the system tray and dhoose Login from the menu. Enter your usual network user name and
password In the login window.

i Download Clean Access Agent40.1.0 1

MNaote: If you are already running the Clean Access Agant and you are connacted through a slower connaction (such as
VPN ar dlal-up), please walt as It might take a few moments for the agent to pop up.
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Click the Run button on the File download window:

File Download - Security Warning

Do you want to run or save this file?

Mame: CCAAgent_Setup.exe
Type: Application, 7.67 MEB

From: 172.16.255.254

Bun ][ Save ]l Cancel |

Ty W'hilz filez from the Internet can be ugeful, this file type can
@ patentially harrn your computer. [F you do not trust the source, do not

un or save this software. What's the risk?

Click the Run button on the Security Warning window:

Internet Explorer. - Security Warning [z|

The publisher could not be verified. Are you sure you want to run this
software?

Mame: CCAMgent_Setup,exe

Publisher: Unknown Publisher

Run l | Don't Fun

This file does not have a valid digital signature that verifies its publisher, You
should only run softwate From publishers wou trust. How can [ decide what
software ko run?

Click the Next button on the Cisco Clean Access Agent - Installshield Wizard:

i& Cisco Clean Access Agent - InstallShield Wizand

Welcome to the InstallShield Wizard for Cisco
Clean Access Agent

The InstallShield{R) Wizard will install Cisco Clean Access Agent
4,0,1.0 on your computer, To continue, click Nesxt,

Clean Access Agent

by Cisco Systems

WARMIMG: This program is protected by copyright law and
international treaties,

Mext = [ Cancel




Click Next on the Destination Folder window:

i Cisco Clean Access Agent - InstallShield Wizard

Destination Folder

Click Mext to install ko this Folder, or click Change ko install to a different Folder.

G Install Cisco Clean Access Agent to:
Ci\Program Files|Cisca Systems)Clean Access Agent),

[ < Back, ]| Mext > [ Cancel

Click the Install button on the Ready to Install the Program window:

i& Cisco Clean Access Agent - InstallShield Wizand

Ready to Install the Pra;;ram

The wizard is ready to begin installation,

Click Install ko begin the installation,

If you want ko review or change any of your installation settings, click Back., Click Cancel to
exit the wizard.
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Click the Finish button once the install is completed:

i Cisco Clean Access Agent - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Cisco Clean

@ : Arccess dgent. Click Finish o exit the wizard.

Clean Access Agent
by Cisco Systems
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The Cisco Clean Access Agent login window appears after installation:

enter your username (same as your JagNet username)
enter your password (same as your JagNet password)
select JagNet as your Authentication Provider

click the Login button

= Cisco Clean Access Agent

Clean Access Agent

Please enter your user name and password:

User Hame :
IUSBI’I‘IEII'HB

Password :
I********

[~ Remember Me
Please select your authentication provider:
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Once you login, it will prompt you to download a required update:
- click the OK button to download and install the update
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Metwork Security Notice: This network is protected by the Clean Access Agent, a component of the Cisco Clean
Accass Sulte. The Clean == = E— = . o assing this netwark,
and helps you keep your
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Clean Access Agenl . After downloading
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Click the Next button on the Cisco Clean Access Agent — Installshield Wizard

& Cisco Clean Access Agent - InstallShield Wizand

o Welcome to the InstallShield Wizard for Cisco
Clean Access Agent

= The InstallShield{R) Wizard will upgrade ar repair the
. installation of Cisco Clean Access Agent 4,0.2.0 on vour
@ e computer. To continue, click Mext,

Clean Access Agent

by Cisco Systems
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If any security alert windows appear select the Yes button. Once the install is done click the
Finish button.

i& Cisco Clean Access Agent - InstallShield Wizand

o~ InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Cisco Clean

@ - Access Agent, Click Finish to exit the wizard,

Clean Access Agent

by Cisco Systems
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Log in to the Clean Access Agent once again.

== Cisco Clean Access hoent

Clean Access Agent

Please enter yvour user name and password:

User Name :
|username

Password :
I********

[~ Remember Me
Please select your authentication provider:

|acs ~|
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The agent will go through and scan the machine for any vulnerability:

== Cisco Clean Access Agent

Clean Access Agent

Checking required software and scanning
machine for vulnerabilities




Review and accept STC Network Policies and Guidelines:
- click the Accept button

== Cisco Clean Access Agent

Clean Access Agent

Access to the network requires that you review and
accept the following Metwork Usage Policy

Network Usage Terms & Conditions

e &9

Welcome to STC’s Wireless Network!
- press the OK button to successfully browse the Internet and access network resources

== Cisco Clean Access Agent

Clean Access Agent

Successfully logged in to the network!




