How Do I Create a Secure Password?

Choosing a password can sometimes be a bit of a struggle.  Contemplating whether to use your mother’s maiden name, favorite team’s name, DOB, or child’s name can be quite a dilemma, so that’s where this paper comes into play.  If you follow these simple guidelines in choosing password, your chances of a successful password attack will be significantly reduced.

Guideline #1 – Do NOT use a word that can be found in a dictionary.



(Examples: password, cowboy, ranger, telephone, college)

Explanation:
Hackers often use password crackers that use words found in a dictionary.  These passwords WILL crack in 5 seconds or less.

Guideline #2 – Use upper/lowercase letters, numbers, AND special 
     characters.

Explanation:
The more complex the password buildup is, the more difficult it will be to crack it.  This does not necessarily mean it will not be cracked, but the amount of time it will take will increase drastically.

Time is on their side
This is the time it would take a hacker to crack a password in relation with its complexity:

Only letters (A-Z)






90 minutes

(Example:  avuwxyq)

Letters/Numbers (A-Z and 0-9)




11.5 hours


(Example:  s1w5ux9)

Letters, Numbers, and Characters (!@#$%^&&*()-_+=)

14 days



(Example:  s1*4%u9)

Letters, Numbers, and Special Characters (~`[]{}|\:;’”<>,.?/)
115 days

(Example:  t?/`~y4)

How long has it been since you last changed your password?
Guideline #3 – Change your passwords frequently.
Explanation:
The above table can give you a rough estimate of how long it would take to crack your password.  The existing STCC password change requirements are mandatory every 90 days.
Will your password endure a hacker’s attempt for 90 days?
Guideline #4 – Use Mnemonics

Examples:  
+cJ0+m!,

The cow jumped over the moon! 
“Mh@ll”

“Mary had a little lamb”

1wN3g3@h!
I will not eat green eggs and ham!
Explanation:
Using mnemonics to easily remember your password will make your password extremely difficult for a hacker to break.

The key here is to make the password difficult for a hacker, but easy for you 

to remember.
Guideline #5 – Protect your password
Do NOT write your password down on a POST IT.

Do NOT share your password

Do NOT login to your system when a “shoulder surfer” is lurking
Explanation:
I know this isn’t part of choosing a password, but with out this your previous efforts are in vain.  An exposed password due to negligence could make you accountable for any damages done to the network or its resources.
“Passwords are like underwear; don’t share them, hide them under your keyboard, or hang them from your monitor.  Above all, change them frequently.”
Mexican Hackers Emergency Response Team
